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1. System availability and scalability:
e The system shall be highly available, with a target

uptime of at least 99.9%, ensuring seamless and
reliable access to the tax information exchange
services.

* The system shall be scalable to accommodate
increasing data volumes and user requirements over
time.

2. Technical Requirements:

* The system shall be deployed in a cloud-based
infrastructure, leveraging the scalability and high
availability features of cloud computing.




The system shall be designed with a modular
architecture to enable easy integration with existing
systems and future enhancements.

The system shall provide a user-friendly web-based
interface for financial institutions and tax authorities
to interact with the platform.

The system shall have a robust backup and disaster
recovery strategy, including local backup facilities, to
ensure data integrity and business continuity.

The system shall support data migration from the
current system to the new cloud-based platform,
ensuring a seamless transition and data integrity.

The system shall provide comprehensive monitoring
and reporting capabilities to track system
performance, usage, and compliance.

Encryption: Ensure that all data transmitted and
received is encrypted using strong encryption
protocols such as TLS (version 1.3) and AES under
MOF account.

ldentity and Access Management {IAM)
Auditing and Monitoring:
Latest Security Updates during the contract

Backup and Recovery: Implement an effective backup
and recovery system to ensure quick recovery




* Penetration Testing: Conduct regular penetration tests
to identify and address security vulnerabilities within
the system.

3. Maintenance and Support:
* The vendor shall provide comprehensive maintenance

and support services, including but not limited to:

» 24/7 technical support for system users.

» Regular software updates, upgrades and patches to
address bugs, security vulnerabilities, and regulatory
changes.

* Proactive monitoring and incident response to ensure
the system's continuous cperation.

* Dedicated account management and periodic service
reviews.

4. Data Migration:
* The vendor will take inconsideration process of data

migration to transfer the data stored in the current
system to the new cloud-based platform.

* The data migration process shall ensure the integrity
and completeness of the data, with minimal
disruption to the ongoing operations.




* The vendor shall work closely with the MOF to define
the data migration strategy involves forward stages
including planning and analysis data extraction, data
transfer and data loading timeline, and success
criteria.

* The Bidder shall provide detailed documentation and
support during the data migration process to ensure a
smooth transition.

* Bidder should select a vendor which has experience
and expertise which has the familiarity with specific
systems data bases and technologies involved in
similar migration processes.

* The bidder is responsible conducting the data
migration from existing systems to the proposed new
system.

5. CBCR:

* Regarding implementing the CBCR MOF time-line is
expected to start from October 2025.

145 1:00 Asladl alad 3 plaia¥) il

glaial) ) 8a




Lol ‘ Lol
&9 g iy} a8 sl )
- 5 o
& ' ——
/% DS g dddle % Obadll jallae

~ J ) :

&7, ) )y | sl (e
o X




